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WNHCTUTYT MeXayHapOoaHbIX OTHOLIEHWI KeBCKOTO HaLMOHANbHOMO YHUBEPCUTETA UMEHN
Tapaca llleB4eHKo, YkpanHa

CoBpeMeHHble TeHAeHLUH B chepe KOMMYHNKALLUOHHOM
6e3onacHOCTH

OCJIe[HsI YeTBEPTh ABALIATOrO CTOMETNSA, He TOBOPS yyKe O Hauajle HBIHEIIHErO,

Ha Halll B3I/, B 00/1aCT YIIPaB/IeHNs KaK OOIeCTBOM, TaK U IIPOU3BOJCTBEHHBI-

M TIPOLIECCAMI, XapPaKTePU30BaIach CTPEMIEHIIEM YUeHbIX, Pa3paboTINKOB, T10-
JIUTYKOB ¥ GM38HECMEHOB OrPaHIYNTD BIVsHME YeToBedeckoro ¢pakropa. [ToaTomy B aTOT
HepPMOJ;, TaK aKTMBHO Pa3BUBAIOTCSA MHPOPMALIOHHO-KOMMYHIKATUBHBIE TEXHOTOTHI,
a TyMaHVTapHble HAaIIPaB/IeHNs CTaTHUPYIOT WU TepsIOT CBOII aBToputeT. COOCTBEHHO,
yOpath 4enoBeKa, OTPaHIINTD €T0 HeCOBEPIIEHHOE BMEIIATeNIbCTBO B TEKYIIie IPOLiec-
CBI, B JIy4IleM CIIydae YAy4IIUTb Pe3y/IbTaT 3a CYeT UCIOIb30BAHMA UCKYCCTBEHHOTO MH-
TeJIIEKTa — 3TO Te 3aJa4y, KOTOpble B cepenyte XX CTONETHsI pellay I/TaBHble MIPOBbIe
HO/IMTUYECKNE U Hay4dHble [eHTPhl. EC/Ii paccMOTpeTh C 3TOi TOYKY 3peHus Bemyline
TeXHOJIOrM4YecKye KoMmanuy mupa, To Facebook i Google - 910 He 4TO 1MHOE, KaK BOIIIO-
IjeHNe MOATBepXK/aoliero npenybexuenns (confirmationbias) B TexHonmorusx. Bmecto
TOT0, YTOOBI 6OPOTHCSI € IPOOTIEMOIT OFHOOOKOTO BOCHIPUSATISA, OHM €TI0 YCUIMBAIOT M3-3a
TOT0, YTO HOJIb30BATEN BUAAT (B OCHOBHOM B Mefucdepe — Harbomee KOMMYHUKALVIOH-
HO OPUEHTVPOBAHHOI!) TOMBKO TO, YTO COOTBETCTBYET UX IICUXOTOTMIECKOMY IPOUIIIO.
TakuMm 06pa3om, IIOCTENEHHO pa3pylIaeTcsi OCHOBA HAYYHOTO O0IeCTBa — CIIOCOOHOCTD
HaceJIeHMs] KPUTUIECKI MBICTTUTD I COMHEBATbCs'.

! Fritz Breithaupt and Martin Kolmar, Akademiker: Wo Experten Zogern, ZEIT Campus, 2018, https://
www.zeit.de/2018/28/akademiker-wissenschaftler-intellektuelle-prestige-autoritaet [accessed
1 September 2018].
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Ykpannckue uccnegosarenu [I. Iyoos n H. OkeBaH IpOBO3I/IAIIAIOT «OOMBIION ITe-
pexorx ot machina ex homo 10 homo ex machina»?. Eitie ¢ 60bliieit penmmtenbHOCThIO OHM
YTBepXK/AIoT, 4To cMeHa MopepHa [TocTMOIepHOM Ha YpOBHE TeXHOJIOTMII O3HaMeHOBaHa
IIepeXoioM OT MHPOPMALIOHHO-KOMMYHMKATUBHBIX TeXHOJIOTUII TPEThell BOTHBI MH/Y-
crpuammsMa (Industry 3.0) k HaHO-, 6MO-, MH(O-, KOTHUTUBHO-KMOCPHETIIECKNX TeX-
Hojtoruit yerBepToit Bonmubl (Industry 4.0). ABTOpBI paccMaTpyBaOT BO3MOXKHOCTH BO3-
HMKHOBEHMsI KOHBEPIeHTHOTO 0011]eCTBa, Kak 00IjecTBa TPAHCTYMaHUCTIYeCKOT0, TECHO
CBSI3AHHOTO C HOBBIM KaueCTBOM IIPOHMKHOBEHNS TEXHOJIOTHIL B IIPUPORY YeNOBEKa’.

CoBpeMeHHast CUTYyalusi, KOTOpasi AeMOHCTPYPYET CONPOTUBIIEHNE «BCETO YeOBe-
4eCKOro» B HbIHEIIHeM, ellle MHPOPMaLOHHOM TuIle 00lLIecTBa, 00y /aaeT TOBOPUTD
0 HeoOXOIVMMOCTM pas/IN4aTb TEXHOJOIMYEeCKY0, MH(POPMALMOHHYI0 0e30IacHOCTDb
1 6e30I1aCHOCTD YeoBeKa B MH(GOPMALMOHHO 3110Xe — KOMMYHUKATUBHYIO.

VccnepoBareny MHGOPMALIOHHOTO TPOCTPAHCTBA M CONPEENbHBIX ¢ HUM cdep
4e/I0BEYeCKOI! JIesITeNIbHOCTI TIOC/IEIOBATE/IBHO 1 HACTOYNMBO PEKOMEH/IVIOT pasinyaThb
KOMMYHMKAaTVBHYI0 0€30I1aCHOCTb B IIPOTMBOBEC 0€30I1aCHOCTM MH(OPMALVOHHON,
AEPOM KOTOPOJT IO TIpaBy ecTb Knbepbe3ornacHocTs. O6 9TOM IMUIYT B Pa3HBIX KOHTEK-
CTax MCCTIeROBATEIbCKIE LIeHTPBI 11 3BeCTHBIe yueHble. Ho uemoBedeckoe B ueoBeyecTse
COIIPOTUBJISIETCS TEM IIOJIXOf{aM B ITONUTHKE, 00pa3oBaHuM, OTPeOIeHNI U Pa3B/IedeH -
SIX, T7je YeTIOBeKa BBIHY)X/IAIOT ABUTATHCS 110 OIpefie/leHHOMY aITOPUTMY, YIIPOLIAoLiye
ero KOrHUTUBHBIE ycuwms. B mione 2018 ropa ¢paHIy3cKuil napiaMeHT HpOronocoBas
32 3aKOHOIIPOEKT O 3aIlpeTe JCII0/Ib30BaHMA Ta/PKeTOB B MIA/IIIelT VI CPefjHel IIKOTIe, 3a
MCKITIOUEHVIEM TeX C/Iy4aeB, eCyIi 9TU YCTPOIICTBA HY)XHO OYIeT MCII0/Ib30BaTh B 006pa3o-
BaTe/bHBIX 1Ie/IsAX. Takoe HOBOBBefeHME ObUIO TIPEBHIOOPHBIM OOelaHMeM IIpesuaeHTa
OMMmaHyana MakpoHa, 1 yxe ¢ ceHTa6ps 2018 roga oHO BCTyImno B cyty. Takas MHULIN-
aryBa (PpaHI[y3CKMX YMHOBHIKOB CBSI3aHa C HOBBIM MUPOBBIM TPEHJOM, KOTOPBII OJTy-
4y1 HasBaHue «1ppoBoit fetoke» (Digital detox). To 03HaYaeT cO3HATENBHBII OTKA3 OT
rajpKeTOB Ha OIPefIe/IeHHbIIT IIPOMEXYTOK BpeMeH, YTOObI OKYHYTBbCSI B KaKOe-TO [1e/0
VIV OTHOXHYTD OT BHELIIHET0 MUPa, CKOHIIEHTPUPOBABIINCD Ha cebe. A Bce II0TOMY, YTO
Bce 60IblIIe TT0/Tb30BaTe/ell BHICOKMX TeXHOIOTHIT IPU3HAIOT CBOIO 3aBUCHMOCTD OT Taf-
JKeTOB, a MICCTIEOBATENN TOBOPAT 00 yrpose Jelpeccuit U PYIUX HeraTMBHBIX HOCIE]-
CTBVSIX 13-3a X YPE3MEPHOTO VCIIO/Tb30BAHMS".

B kavecTBe nprMepa NpUBOJUTCS UCTOPYSL OFHOI CEMbY, ONMICAHHAS aMEPUKAHCKIM
uspanneM New York Post mop 3aromoBkom «LludpoBoit repons»: Kak rajpKeThl IIpeBpa-
I[AIOT fleTell B IICUXOTUYECKUX HAPKOMAHOB». JTO paccKas O TOM, KaK Marh Ipuobpena
mectmaeTHeMy cbiHy iPad, 4T06bI TOT MOMIB30BaNCS UM B 1IKoje. Ho moToM pe6eHoK ak-

2 M. Osxesan, [I. Iy6os, Homo Ex Machina, [B:] Qinocodcoki, kynvmyponoeiuni ma nomimuuni
nepeoymosu PopmysanHs KoHeepeeHmHozo cycninbcmea. Mownozpadis, Kuis: HICII, 2017, c. 6.

> Apple Reports Third Quarter Results. Sec. gov, 2018, https://www.sec.gov/Archives/edgar/

data/320193/000032019318000098/a8-kexhibit991q320186302018.htm [accessed 1 September 2018].

Dpanyis eadwemu y wikonax 3aboponuna. A Yipaina? Ukrinform.ua, 2018, https://www.

ukrinform.ua/rubric-society/2509517-francia-gadzeti-u-skolah-zaboronila-a-ukraina.html?utm_

source=messenger&utm_medium=0108 [accessed 1 September 2018].
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TUBHO YBJ/IeKCs1 UTpoli «Minecraft», 1 0fHOIT HOUBIO MaTh 3alll/Ia B €0 KOMHATY ) C y>Ka-
COM YBHJIeNIa, KaK OH CHJIET He IIeBeIsACD, YIIaB B KATATOHWYECKUIT CTYIIOP, B TO BpeMsI KaK
panoM nexan iPad®. Crienjuanuct, onucaBLmii STOT TUIIMYHBII cTy4aii, fokrop Hukomnac
Kappapac — uCIIONHNTeNbHBII AUpeKTOp OfHOI 13 KpynHerimyx B CIIIA peabumuranu-
OHHBIX K/IMHMK — Dunes, pacckasblBaeT, 4TO IPOLECC BBI3IOPOB/IEHNUS OT TaKOIl 3aBU-
CUMOCTH 3aHsI/I MHOTO YCUJIMIT ¥ BpEMeHH, HO Yepes YeTbIpe Tofja COCTOsIHNE TAllieHTa
YIYYIIWIOCH Y Tellepb OH Hay4MJICA TI0/Ib30BaThCS Ta/pPKeTaMIl B Mepy.

Taxum 06pa3oM, Mbl yKazamy OFHO U3 Haybojee y3HaBaeMbIX IIPOsIBICHNIT Ipobie-
Mbl KOMMYHMKAIIMIOHHON 6€30IacHOCTH, COCTOSINEN B TOM, YTO OHa IIPMBOAUT K I1ac-
CUBHOCTH, YXO[Y OT Je/ICTBUTENIbHOCTH, «BbINaJAHIIO» YeIOBEKa M3 PeasbHOro MMpa,
0011IeCTBEHHOI KVI3HI, IJle OH MOXKET pea/ln30BaThCs, BUPTYaIM3alNU BOCIPUATHA IIPO-
MCXOZALIEr0 BOKPYT Tebst 1 ¢ T0601I (XOTs co001aeTCs 1 0 HOBOI TeHAeHLNN)C.

Kpaitnss ¢popma Takoro moBefeHNst — CyUILUaIbHble CIydan. VI3sBeCcTHasE MCTOPUs
— [eATENbHOCTD coobrecTBa « CHHIIT KUT», CBA3AHHAS C CAMOYOMITCTBAMI HECOBEPILEH-
HOJIETHUX. B mporjecce jaB/ieHNs Ha IICUXVKY, TIOAPOCTOK MPAKTNYECKN HOTHOCTBIO II0-
Tpy’aeTcs B «UIPy» U TepsieT ollylieHue peabHOCTH. Ceryac feTu ObICTPO BBIIOMHAIOT
CBOM MMHVMAJIbHBIE O0SI3aHHOCTI M BO3BPAIAOTCS OOpaTHO B KUOEPIIPOCTPAHCTBO,
Tpebysi OCTaBUTD UX B IIOKOE. VIMEHHO TakuM 00pa3oM peGeHOK OTBIEKAETCSI OT peasib-
HOCTH, 11 «B PeaJIbHOM MJPe OCTaeTCsl JINIIb 0007I04Ka, TeJIO, a AyLIa pebeHKa, ero MHTeN-
JIEKT — yoKe Tam»’.

B nocrepHee BpeMsA MIMPOKYIO OIZIACKY NOMYYM/Ia CMEPTEIbHO ONAcCHasA Urpa IOf
HasBaHmeM «Momo». HecMOTpsi Ha TO, YTO MEPBOHAYAIbHYIO BEPCUIO YiKe YAamIy, Ha
[AHHBIT MOMEHT CYIIECTByeT MHOKECTBO K/IOHOB, KOTOpbIe CYUTBIBAIOT IIEPCOHAIBHYIO
MH(OPMALIMIO TTO/Ib30BATeNIell C TaJPKETOB, M UCIIONb3YIOT ee I MaHTaxa. [IpuHiun
JleiCTBMA CIIeYIOLINIL: YeloBeK (Jallje BCero, 3TO MOAPOCTOK) MOMyYaeT 3alpoc Ha Hepe-
IIVCKY B OJJHOI U3 COLManbHbIi ceTelt. [Tocme 106aBJIeHNA B CIIMCOK KOHTAKTOB U Havyasia
nepenucky, «MoMo» HauMHAeT TeppOPM3MPOBAThH MOIb30BATeNell HOYHBIMU COOOIIIe-
HUSAMMY IIYTAIOLIET0 COflepyKaHms, ¢ n300paXkeHneM CLieH HacuIis ¥ 3BOHKamu. Taioke,
«MoMo» pasaeT pasIMYHble 3aJaHNsA, KOTOPble HY)KHO 0053aTeIbHO BBIIIOTHUTD. B ciy-
Jae HEeBBINOMHEHVs, «MOMO» [IEPeXOUT K IIIaHTaXY U yrposaMm. He cekpert, 4To Bce 9TO
HPYBOAMII K CYUIU/ITbHBIM CTyqasim®.

> Nicholas Kardaras, It’S ‘Digital Heroin’: How Screens Turn Kids Into Psychotic Junkies, NY Post, 2018,
https://nypost.com/2016/08/27/its-digital-heroin-how-screens-turn-kids-into-psychotic-junkies/
[accessed 1 September 2018].

¢ Consumer Interest In VR Is Declining According To Sales Data Trends, Thinknum, 2018, https://
media.thinknum.com/articles/sales-data-shows-that-consumer-interest-in-vr-is-waning/ [accessed
1 September 2018].

7 Iouemy «Cunuti kum» ybusaem demeti, Politeka, 2018, https://politeka.net/news/410917-pochemu-

sinij-kit-ubivaet-detej/ [accessed 1 September 2018].

Mooxem 3acmasumu HO4bI0 NOLMU HA KAA0OULLE UL NPUCMABUMb HOX K 20p71y Hem onacHa Momo,

»PakTbr, 2018, http://fakty.ua/277967-mozhet-zastavit-nochyu-pojti-na-kladbicshe-ili-pristavit-

nozh-k-gorlu-chem-opasna-momo [accessed 1 September 2018].
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Topaspo omacHee [yIs 4e/loBeka, OOLIeCTBAa U FOCYAAPCTBA HaM IPEICTaBILACTCS
po6seMa, KOrjia IeCTPYKTMBHOE KOMMYHVKATHBHOE BIVSHME IPUHY>KAAeT MHAMBUIA,
IPYTUMH CIOBaMI — ITO/Ib30BATEIL, K AKMUBHBIM 0eliciBUsIM, OTIACHBIM KaK /s Hero
CaMoTo0, TaK 1 I OKpy>Karolyx. Ha Ham B3I7IAf, Kak pas B 9TOM JO/DKHO COCTOATD
K/II0YeBO€ HAIIpaBjIeHMe B M3ydeHN) KOMMYHMKATUBHOM O6e30macHocTi. 10 heHOMeH
MBI HaO/TIOIA/IA elile BO BpeMsi ApabCKoit BeCHBL.

B cBoem moxiazne B IeHimTabe BoopyskeHHBIX cuT YKpauHbI 9KCIEPT 110 MHPOP-
MalVOHHOJI ITOJINTHKE Y KOMMYHMKATUBHBIM TexHonmoruaM I. Ilodyemnos ykasar, 4To
r106aIbHOE pasBUTHE U PACHPOCTPAHEHE HOBEIIINX TEXHOTIOIIA, B YaCTHOCTH, VIH-
TEePHET-TeXHOJIOIMIA, 00YCTIOBIUIO HEOOXOAMMOCTD pacCMaTpPUBATh KOMMYHMKATIBHYIO
6e30I1aCHOCTh KaK OfHY M3 IPUOPUTETHBIX 3ajiad ceropusAuHero gHA. OH ybexpeH,
YTO KOMMYHUKAaTMBHOE IIPOCTPAHCTBO MPUHAJIOKAT MacCOBOMY CO3HAHUIO, K HEMY
MMeeT JIOCTYTI Kakablit. OHO OTKPBITO KaK /I CBOVIX, TaK M JI/IA Iy>Kux. Jarme Bcero,
115t 067Ierde st IPOHMKHOBEHMSI B KOMMYHIKATUBHOE IIPOCTPAHCTBO CO3/1AeTCs IICEB-
IO-MCTOYHUK MH(OpPMALMY, COOOIIeHIe KOTOPOrO HAYMHAIOT LIUTUPOBATH JIPYyTHeE.

VIsmeHeHnme, omneparyBHas 3aMeHAEMOCTb, BBITeCHEHUe MHPOpPMAaLMU ABIACTCA
TeM, YTO OTINYaeT KOMMYHVKATUBHOE IPOCTPAHCTBO OT MHPOPMALMOHHOrO. B KoM-
MYHMKATVBHOM IIPOCTPAaHCTBe MH(OpMAIMs MeHseTCsl MOCTOSIHHO, B MH(popmarm-
OHHOM — Ha00OpOT, TYT IpeobajjaeT He BBITECHEHNE CTAPOTO — HOBBIM, @ CTPYKTY-
pMpOBaHMe, apxXuBaluA, 3aKpbITOCTb. [109TOMY, IIEHHOCTb TEKCTOB U COOOIEHMIT
B MHGOPMAIIOHHOM IIPOCTPAHCTBE 3HAYNTEIBHO BBILIE, Befb B KOMMYHVUKATUBHOM
IIPOCTPAHCTBE OHY 3aMEHAIOTCS HOBBIMM CIMIIKOM 4acTo. I. ITodemnoB Takxe oTMe-
YaeT, YTO KOMMYHMKATMBHOE IPOCTPAHCTBO ceifyac 6opeTcs 3a BHUMaHe oTpeduTe-
JIs1, IOCKOJIBKY MH(OpMaLuy B HacTosAIlee BpeMs OOJIblile, 4eM HYXKHO, 1 YeTOBEK yxKe
(bU3MOMOTIYeCcKH He B COCTOSIHUM ee OXBAaTUTb. ECTh He0OXOAMMOCTb B CBOEOOPA3HBIX
«CMBICTIOBBIX TI€pPeBOYMKAX», KOTOPblE PACCKA3bIBAIOT O TOM, KaK ITIOHMMATh TO WU
JHOE sIBJIeHMe. «3allTa KOMMYHMKATYBHOIO IIPOCTPAHCTBA — 3TO HOBas 3ajiava. Ee
HeJIb3s1 pelllaTh MEeTOAMM 3aIUThI MHPOPMALMIOHHOTO IIPOCTPAHCTBa», — CUUTAET y4e-
HbII1. COOTBETCTBEHHO, STVIMU [IBYMs PasHbIMU IIPOCTPAaHCTBAMM JO/DKHBI 3aHUMAThCS
pasHble CHeramcTh'.

Takum 06pasoM, nepsvim OOKMPUHATLHBIM MPeHOOM MBI OyIeM CINTATh HEMIHYe-
Moe JajbHelllee pasjeneHne KOMMYHUKAIMOHHOI 1 MH(OPMAIIVIOHHOM (C TOMUHAH-
TOI Ha KnbepbesonacHOCTI) 6e30I1aCHOCTHM Ha OCHOBE YeTI0BEYeCKOI IPUPOJEL, ee (hu-
3MOIOTYYECKIX, IICUXOMOTMYECKIX Y IHTEUIEKTYaIbHbIX 0COOEHHOCTEI.

Bmopuim Hanpaeneruem, KOTOpoe, 110 HAIleMy MHEHMIO, OyfieT aKTUBHO OOCYX-
HATbCsI ¥ K KOTOPOMY OV YT IPUIaraTbCst yCUINst TOCYAAPCTB, 00IeCTBa U OT/eNbHOTO

° C. NauuneHko, I[pomadsiHcokuti 8umip KOMYHIKAMUBHOT pe6ontouil: MOOePHI3AUis CYCNiNbHUX
KoMyHixauiil 8i0 Opykapcvkoeo éepcmama 0o couianvrux mepexc, Kuis: IMB, 2010, c. 310.

I. ITouenioB, KoMMyHUKAMUEHAS 6e30NACHOCHb 6 NPOMUE06ec 0e30NACHOCINU UHPOPMAUUOHHO,
~XBWiA", 2018, http://hvylya.net/analytics/society/georgiy-pocheptsov-kommunikativnaya-
bezopasnost-v-protivoves-bezopasnosti-informatsionnoy.html [accessed 1 September 2018].

10
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4e/IoBeKa, sIB/sIeTCs MpobieMa HapacTamolelt desurgpopmayuu (disinformation), npu-
IIeflIell Ha CMeHy 6oJiee MATKON yrpo3e KOMMYHMKATUBHON 0€301acHOCTH — HOCHI-
npasoe (post-trush).

ITo panubM oTyeta EBpomnerickoit Komuccun 2018, riobanbHas ceTb CTPEMUTENIBHO
pa3BMBAETCS — CeIYac CYIeCTBYeT OKo/Io 1,3 MIpH Be6-CaiiToB 1 OKOJIO 3,7 MJIPJ, OJIb-
30BaTeiell, KOTOpble eXKeIHEBHO MOMb3YITCs VHTepHeTOM, 00MeHUBa0TCsA MHPOPMa-
nyett. CormacHo ordery Freedom House 2017 roga, OH/IaitH-MaHUITY/IALVA 1 Ie3UHPOP-
Maris ObU1y 0puIMaIbHO 3adUKCUPOBAHBL BO BpeMsi BLIOOPOB B MUHMMYM 18 cTpaHax.

Hesunbopmanys — 3T0 MOCTOSHHO JENCTBYOLNIT (eHOMEeH, MMEOLNiT NHCTH-
TYLIVIOHA/IbHBIVI XapaKTep, T.e. IPOAYLMPOBAHHLINA ONPENENIEHHBIMI CTPYKTYypamu,
B OOJIBLIMHCTBE C/Iy4aeB — TOCYJAPCTBEHHBIMI, € YeTKO OYePYEHHOI! 1Ie/IbI0 U MCIIONI-
HUTENIAMY, KOTOpbIe MOMYYaloT 3a 3TO BO3HArpakaeHMe. Takasd meATebHOCTb HOCUT
CUJIOBOJ XapaKTep, U €€ IOC/ENCTBIUSA COIOCTABYMBI C JIEMICTBMEM JIPYTMX CUJIOBBIX
(aKTOpOB — 3HEPreTHKY, TPAAMIMOHHOTO OPYXKMsI, TEPPOPUCTUYECKUX aTaK U T.J.
PasButie oHmaiH-IaTGOPM KapAMHAIbHO YCIOKHIIO KOHTPOJIb IIOTOKOB JIOXHOJ
nndopmanuy. CormacHo onpocy EBpobapomerpa, Mex/yHapOJHOIO IPOEKTa pery-
JIAPHBIX OIIPOCOB 0b1ecTBeHHOro MHeHys (Eurobarometer), 83 mporjeHTa eBpomneiies
cYnTaIoOT QeiKoBble HOBOCTH Yrpo30it nemokparuy. Haunnast ¢ 2015 ropa, Oneparus-
Has paboyas rpymnma 1o crparernieckum kommyHukanmam EastStratComTaskForce co-

6pana okomo 3900 pUMepPOB MPO-KPEMIEBCKOI e3nH(OpMAI, KOTOpast 6pU1a mpo-
LyOnupoBaHa Ha PasHbIX sI3bIKAX ¥ PAaCIPOCTPAHSIACH eXXeTHEBHO .

Ilo manubiM EBponetickoit Komuccun 3a 2018 rop, 37,6 IpOLIEHTOB peCIIOHEHTOB
©KeJHeBHO CTAIKMBAIOTCA ¢ iesuHpopManyert (Ha guarpamme) 2.

CTAZIKUBANTUCDH JIX Bbl KOTA4A-HUBYAb C
®EMKOBLIMU HOBOCTAMMU?
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"' Digital Single Market TACKLING THE SPREADING OF DISINFORMATION ONLINE, European
Commission, 2018, http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=51605 [accessed
1 September 2018].

12 Synopsis Report Of The Public Consultation On Fake News And Online Disinformation, European
Commission, 2018, https://ec.europa.eu/digital-single-market/en/news/synopsis-report-public-
consultation-fake-news-and-online-disinformation [accessed 1 September 2018].
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Ha ocnoBe npmBeneHHOroO aHanMsa Mbl MOXET YTBEPXKHATh, YTO B HACTOAILLEE
BpeMs K/II0Y4eBBIM BOIPOCOM KOMMYHUKATMBHON 0€30IIaCHOCTY SABJACTCH 3Aujuma
om Oe3ungopmayul.

[TaBHBIM MCTOYHMKOM «IIPOM3BOACTBA» Ae3MHPOPMALNU OT MHCTUTYIMOHA/Ib-
HbIX (OpPraHM30BAHHBIX, YIIPAB/IAEMBIX U3 CIMHOTO LIEHTPA) UCTOYHUKOB SBJIACTCS
Vutepuet. IIpuunHbl yBenndeHns KoaudecTBa HelpaBAuBoi nHGOpMaLy, II0 MHe-
HUIO MCCIefioBaTesielt, Cefylomue:

o VIHTepHeT IpeROCTaB/sIeT BO3MOXKHOCTD M0OOMY B TI0OOM MecTe ITy0ImnKo-

BaTb KaKyl0-m160 nHdopMaruio;

o 11QpPOBOI KOHTEHT /IETKO MOJ/Ie/bIBATH VTN OIIEPATIBHO M3MEHTh;

o MHOTIME JIIOAY MMEIOT CTYMYJIBI J/I PACIPOCTPAHEHNU A JIOKHBIX COOOIIeHNIT;

e  QITOPUTMBI COLMATbHBIX CeTell IPeFOCTAB/IAIT Oofblilee IpeAnodYTeHNue
«9MOLMOHATIBHOMY KOHTEHTY», YeM PalVIOHA/IbHOMY, OCMBICTICHHOMY, (aK-
TUYIECKOMY;

o 001LIeCTBEHHOCTD BCe Hoblile oOpalaeTcs K pudpoBomy VIHTepHeT-KOHTEH-
TY C LIeJIbI0 ITOTy4YeH s, HA30BEM VIX YCIIOBHO, — «3HaAHMII» 2.

3ajaya MMpeofoNeHMs MM XOTs Obl HeifTpanusanuy fesMHGOpPMAIMU COCTOUT
B TOM, YTOOBI OT/INYUTH JIOKHYIO MHPOPMALIMIO OT HOCTOBEPHOIL. JTO 3a/ja4ya He U3
IIPOCTBIX /7151 TOAAB/IA0IEro OObIIMHCTBA II0/Ib30BaTeell. B3saTh X0Ts ObI HefaBHMIT
oryer B «Financial Times» oTHOCKHTENIBHO KMTAICKOI BepCUM TIOIY/IAPHOTO U3JAAHNUA
«The Washington Post». CajiT KnTaiiCKOro M3faHMs MOMHOCTBIO CKOMMPOBAI BHELI-
Huit Bup caiita «The Washington Post» 1 ncrionp3oBan pemnyTamuio 1 MonyIspHOCTb
U3[JaHNUA U IPUBJIede Vst 60/IbIIEro KOIMYeCTBa YUTATe/Iell C KUTaiCKMM A3bIKOM ',

CoracHo oT4eTy 3a nepBylo nonoBuHy 2018 roga [pynmnsl BbICOKOTO ypOBHA IO
IPOTUBOJENCTBYA (PEIKOBBIM HOBOCTAM, fielicTByIomelt npu EBpomnerickoit Komuc-
Cuy, TIpeIaraloTcs CAeAyIolie MeTOfbI 60PLOBI ¢ HesuHpopMaryell:

o  IOBBIIICHNUE IPO3PAYHOCTY HOBOCTENL, IIyO/INMKyeMbIX OHJIAIH, M OOMEH UH-

dbopmanuy o cucTeMax MX paclpoCTpaHeHNs;

e CTUMYIVPOBaHME MESUITHON 1 MH(POPMALMOHHOI IPAMOTHOCTH /151 60PBOBI
¢ mesuH(OpMaliell U IIOMOLb IT0/Ib30BATENAM B HAXOXKIEHNS JOCTOBEPHOI!
nHdopmanuy B cety VIHTepHeT;

o pa3pabOTKa MHCTPYMEHTOB I PACIIMpPEeHMs BO3MOXXHOCTEN! 0/Ib30BaTeei
U )KYpH/IVICTOB /151 60pbOBI ¢ Ae3nHopMalyell 1 CofieliCTBIe B3auMOyieli-
CTBMIO C HOBEMIIMMY MH(POPMALMOHHBIMY TeXHOIOTUAMIY;

e COXpaHeHMe Pa3HOOOpasus Kak 0asbl YCTONYMBOIO PasBUTHS eBPOIEIICKOI
MeacHCTEMBbI;

3 How To Survive In The Fake-Information Age, “Computer World”, 2017, https://www.computerworld.
com/article/3229925/internet/how-to-survive-in-the-fake-information-age.html [accessed
1 September 2018].

4" Fake News: Washington Post Clone Emerges In China, “Financial Times”, Ft.com, 2018, https://www.
ft.com/content/fc4cf168-a2a3-11e7-9e4f-7f5e6a7c98a2 [accessed 1 September 2018].
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e COJEICTBME Jja/bHENIIeMy MCCIeOBAaHUI0 BIAMSAHMA Je3uHOopManmm s
OLIEHKM Y>Ke IIPUHATBIX Mep 11 pa3paboTK HOBBIX .

ITono6Hble MHMIMATUBEL NPOo3ByYany u Ha KoHpepeHuyn OBCE «Ycumenue
CBOOOJIBI U ITIOpaIN3Ma CPefCcTB MaccoBoit MHGOpManuy B YKpauHe BO BpeMs KOH-
¢mukTa B YkpalHe ¥ BOKPYT Hee», cocTosiBLIerics 26 mions 2018 . B Kuese'®.

Yro KacaeTcsi KOHKPETHBIX eBPOINENCKUX CTpaH, TO Benukobpuranus sBnseTcs
ORHNM U3 NAEPOB B 60pbbe ¢ mesnHpopMmaneit Ha rocygapcTBeHHOM yposHe'’. Ho
Jla>Ke 9TO He TIOMOIJIO el OTHOCTBI0 yOepeubcsi OT BIUSHNS BO BpeMs pedepeHayma
o Boixofie u3 EC. Ha oduimanpHbIx caritax pasmeriaeTcst MHGOpMAmst 4/l IOb30-
BaTeJIell 0 TOM, KaK MO>KHO PacIlo3HaThb (elikoBylo nHbopManyio. Hapumep, Ha caii-
Te ropopckoro coBeta Kosentpu (Coventry) copepMUTcs CIMCOK BOIIPOCOB, KOTOPbIe
[I0/Ib30BaTe/IN LO/DKHBI 3aflaTh camy ke cebe. Ecy Ha GONBIINHCTBO U3 HUX OTBET
«HET», 3TO 03HAYALT, YTO COOOLIeHIe MOXKeT ObITh deiikoBbIM. KpoMme Bopocos, Ha
caiiTe COEeP>KUTCS CIIMCOK IIPOBEPEHHBIX Be0-CaliTOB, Ifie COIEP>KUTCS IpaBaMBas
nHbOpMaINs, a TAKXKe CIIICOK OHaH-O16ImoTeK s,

bpuraHnckas perynaropHas crpykrypa Ofcom ony6mkoBaa akTyalbHbI OTYeT
0 HOBOCTHOM InoTpebnenny OpuraHnues”. PeclioHgeHTaM IPUIIIOCh B TedeHNE He-
[eu BeCTU MeNMATHEBHUK, €KETHEBHO 3alMChIBas CBOM JEMCTBUA MO OTHOLIEHMUS
K ToTpe6ennio nHdopmay. OCHOBHBIE BHIBOJBI UCCIIeloBaTeNIell Ha 6ase ITyOuH-
HBIX MHTEPBbIO MOTYT CTaTb OCHOBOII JI/I1 HAYYHON TMIOTE3bl MIM MPOTHO3a, Kyfa
OyZmeT cocpefoTOUeH yHAp «MHCTUTYLMOHANVM3UPOBAHHON HesuHpopmanym». Emie
pas JOBEIOCh IOATBEPANUTD, UTO [IABHBIM YCTPOJICTBOM, IIPOBOLHIKOM IOTPeO/IeHNUS
HOBOCTeII JyI1 COBPEMEHHOIO 4elloBeKa CTal cMapTdOoH. Tpy deTBepTH peCIOHIEH-
TOB IIOIVIOIIA/IM HOBOCTY B OCHOBHOM C MOOW/IBHBIX YCTPONCTB. [Ipy aTOM ImaHmier
— He MOOWIbHOE YCTPOJICTBO, €r0 MaTTePHbI HOTPeOIeHNsI CXOXKY C KOMIIBIOTEPOM.
OOBIYHO YMTaTeIb C HOYTOYKOM U ITaHILIETOM JIydllle 3HaeT, Yero OH XoueT. VIHorma
YMTaTe/Ib BBIHY)K/ECH MCIIOIb30BaTh HEMOOMIbHOE YCTPOIICTBO, €C/IU CMapT(GOHOM He
HPUHATO II0/Ib30BATHCS Ha pabore.

B nenom ocHOBHOIT IIaTGOpMOIt HOTpebIeHNsI HOBOCTET OCTAIOTCS COLMaIbHbIE
Meqya. VIHTepdelic HOBOCTHOI TIEHTBI CTAHOBUTCS IIOBCEMECTHO PacIpOCTPaHEHHBIM

5 JRC Digital Economy Working Paper, 2018-02, European Commission, 2018, https://ec.europa.eu/
jrc/sites/jresh/files/jrc111529.pdf [accessed 1 September 2018].

16 Kongpepenuis ObCE: [lesinopmanis pytinye nmopaniam izcepedunu, Detector media, 2018, https://

detector.media/infospace/article/138943/2018-06-29-konferentsiya-obse-dezinformatsiya-ruinue-

plyuralizm-izseredini/ [accessed 1 September 2018].

Local Government Association, https://www.local.gov.uk/about/news/councils-warn-residents-

about-fake-news-and-misinformation [accessed 2 September 2018].

'8 Libraries — core services, Coventry City Council, http://www.coventry.gov.uk/fin [accessed
2 September 2018].

19 Scrollingnews: The changing face of online news consumption. A report for Ofcom, https://www.ofcom.org.
uk/__data/assets/pdf_file/00 22/115915/Scrolling-News.pdf?utm_campaign=-ti-obma nul-svoego-
redakt&utm_source=sendpulse&utm_medium= email&spush=c19kYW55bGVua29AdWtyLm5ldA
[accessed 2 September 2018].
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U yIep)KUBaeT JIIOfiell BHYTPY IPUIOKeHUIT™. DTO 3aTPyAHACT IOTPEOUTENIO OLICHKY
HOBOCTeI1, TAK KaK OHJ CMEILINBAIOTCA C APYTUMM COOOIIEHNAMN — Pa3BIeKaTelbHbI-
MM, IIOCTaMM OT JIpy3eii ¥ T.IL. A IJTaBHOE, YTO OHM MOTYT CMEIINBATbCA C MHTEpPIpe-
Talueil, KOMMEHTapUsMI, OLIEHKaMJ1, JIETKO IIPeBPalasich B IOCTIPABLY.

[TosToMy IVIaBHBINI CTaHAPT MeAMANOTPeOeHNsI — IACCHBHOE MOTpeO/IeHue
HOBOCTeIl, @ aHa/INTMKA YaCTO U He IOINAJaeT B IIOJIe 3PEHMs PAZOBOIO UMTATENIA.
CmapTdoH HOOYKIaeT YnTaTens CKPOIUTD, CBANINTD M IPOCMATPUBATh, @ HEe MC-
KaTb, CPaBHMBATD U UCcCrenoBarTh. ColManpHble Mefya PasMbIBAIOT IPAHNUIIBI MEXY
HOBOCTSAIMU Y JPYTUM KOHTEHTOM. DTO BIMAET Ha CHOCOOHOCTD JIONEN KPUTUICCKU
BOCIPMHJMATD TO, YTO OHY BUJIAT. II0Ka HeT yTelNTeIbHBIX IIPOrHO30B, YTO JIION
B CKOPOM BpPEeMEeHI OCMBICIEHHO BO3bMYTCA 38 KPUTUYIECKOE BOCIIPHATIE IIOTOKA HO-
BOCTeil. 910 (haKT OyHeT OCTaBaTbCA TOI OCHOBOII, KOTOpasA OyleT CTMMYIMPOBATDH
3aMHTepEeCOBAaHHbIC CTOPOHBI K MCIO/Ib30BAaHMIO fie3MHpOpManuy. PeclIOHIeHTHI He
BCerzia IIOHMMaJIH, YTO KaKJe-TO U3 IPeIO>KeHHBIX MM VCTOPUIL ObLI HOBOCTSAMI;
VHOT/[a TIOHVMAJIN, HO He OTHOCMIIMCH K HUM KaK K HOBOCTSM. I/TaBHbIM IIOKa3aTeneM
BXHOCTM CTaTbU, C UX TOYKM 3PEHNS, AB/IACTCA ee HOMmyIApHOCTb. Kak ee MOXHO
«HAKa4aTb» PAa3HBIMU METONAMMU — TPOJUIA, OOTBI 1 T.1.

BpuraHcknii mpyMep NOJCKa3bIBaeT HaM K/IIOUEBOIL BBIBOJ, O TOM, YTO COOCTBEH-
HOe MHeHIe JIIofiell 00 X MeAuanoTpebIeHny He COBIIafiaeT C MX pealbHbIMU K-
BBIYKAaMI, pea/IbHBIM B3aMIMOJICICTBMEM C Mefiyia. XOTS MHOTHE 3HAIOT O IIpobeMax,
COITPOBOX/IAIOIINX HOBOCTY — fake news, aIropuTMBbl, «COIMAIBHBIN ITy3bIPb» U, Ha-
KOHell, fe3MH(OpMaLys C Le/lbl0 MOBIUATh Ha BOIPOCHI COLMAIBHOTO YCTPOIICTBA,
— 9TO 3HaHNe He IIPeBpalllaeTCsl B afleKBaTHOE IeJICTBYE II0 OTHOIICHNIO K TAKMM He-
raTMBHBIM IIPOSBIECHNAM B MH(POPMALMOHHON cdepe. VIHbIMYU ClTOBaMy, 3HaeM, HO
IPOJI0/DKaeM MTHOPYPOBATh BO3MOXXHOCTDb TOTO, YTO 3TO IPOVICXOAM MMEHHO C TO-
60i1. Y4aCTHUKM MCCIIEIOBAHMS COIVIACHBI, YTO HAI0 MBICIUTb KPUTUYECKY, HO He
IPaKTHKYIOT TaKOIl IIOJXOM, COIPUKACAsACh C MEAUANIPOCTPAHCTBOM, He «BK/IIOYAIOT»
KpUTH4ecKoe Mbliienne. OHM MO0 CUNUTAIOT, YTO 3TO CIMIIKOM CIIOXKHO, 160 AYy-
MAIOT, YTO 00/1a[JAl0T BPOXK/IEHHON CIIOCOOHOCTDIO ONpPeeNATh NPABAMBOCTb HOBO-
creit. I10ABAIOTCS CyeBepys HOBOTO Beka. Tak, MOJIOfble PECIIOHAEHTHI CUUTAIOT, YTO
€C/IM Y HOBOCTH €CTb KapTUHKA VUIM BUJIEO, TO HOBOCTU CTOUT JIOBEPSIThb. BO3MOXHO,
3TO MOC/EACTBUA POCTA IOMY/IAPHOCTU TaKMX (HOPMATOB COLMAIBHBIX CeTell, Kak
Instagram.

B o630pe «boppba ¢ fesnHpopManyielt: eBpONeiCKIIl HOfXOM» IyOMUKYeTcs de-
ThIPe OCHOBHBIX IIPUHIINIA [/IS1 IPOTUBOAEIICTBIUSA 9TOMY SIB/ICHUIO:

o yIydllleHMe IIPO3PAaYHOCTH CIOCO0A IOTYYeHN NHPOPMALIIL;

o pasHooOpasne nHboOpMaLUY;

e JIOCTOBEpPHOCTDb MH(OPMAIINIL;

2 Glavred.Info nposen enobanvhouii pedusaiin caiima, MMR, 2018, http://mmr.ua/show/glavredinfo_
provel_globalynyy_redizayn_sayta#1665853227.1535877535 [accessed 2 September 2018].
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o  VHK/IIO3VBHBIC PEIICHUSA C IIMPOKUM IIPUBJICYECHVEM 3alHTepPeCOBAaHHBIX
CTOpOH?'.

MO>XHO YTBEPXK/ATh, YTO €BPOIENICKIE IOTIUTUKIA, 9aCTh 00IeCTBa TOTOBBI BOO-
PY>KUTbCSI HOBBIMU 3HAHUAMM, IIOHMMATb 0COOEHHOCTH HbIHEILIHell NHPOPMALMOH-
HOI cuTyauun B EBporie 1 HONBITaThCs M3MEHUTD CIIOXKUBIIMECS Tpaguuym nHdop-
Mal{IOHHOTO NOTpeb/IeHNs, KaK KOIfla M3MEH/IAch Ky/IbTypa HOTpebIeH s, CKaXKeM,
B cepe muTaHus1, NepepaboOTKe MycOpa MV UCIIONb30BAHS 9/EKTPOMObIIeit. Dd-
(exTUBHAs NPOIAraHAMCTCKAs IEATeTbHOCTD € aKIIeHTOM Ha [ie3MHPOPMALIo, Ipo-
BoAuMasi yxe 6orbiie fecsitunetns Poccuiickoit Oefepaneit, IpuHyAnIa K mepeoc-
MBIC/IEHMIO HEKOTOPBIX ITOCTY/IATOB €BPONENCKOI XXU3HU. EBponeiickuii Komuccap
o Bonpocam 6esonacHoctu xynmman Knnr (Julian King) yoexxnen, uro EC tenepn
Jydllle OHMMaeT, Kak Kpemib pacnpocrpasser ge3nHpopmanuio. brarogaps pe-
TabHOMY MOHUTOPUHTY EC 6110 KaTaI0rnsupoBaHbl 60see 4 ThIC. IPUMEPOB Ae3UH-
dopmannn. Cpenn HuxX 6b1a MHGOpMaLs 06 orpasrnennn Ckpumnaneit B Concbepn
(Bennkob6bpuranus) u mpo coutslit camoner MH17%

Ha ocHoBe u yKpamHCKOro, 1 COOCTBEHHOTrO ombita mocaefuux rogos EC pas-
paboTan psif MepONpUATHIL, HAIPaBACHHbIX Ha IPOTMBOEICTBYME MAaHUITY/IALVISIM
u ¢erikam. Hanpuwmep, or VHTepHeT-mnar¢popM B EBporlie mraHupyoT TpeboBaTh
6o0sbliIell TPO3PAaYHOCTY OTHOCUTENIBHO TOTO, KTO MCIIO/Ib3yeT MUKPO-BBIOOPKY IS
pacnpoctpanenns Meccemkeil. Ceifdac MHCTPYMEHTBI B COLMA/IBbHBIX Mefia MOTYT
OBITH OYEHD JIETKO MCIOMB30BAHbI — TOCYAAPCTBAMI VTN APYTUMU 3aMHTEPECOBaH-
HBIMI CTOPOHAMU (9KCTPEMMUCTaMM, PAiUIKaIaMy, TEPPOPUCTAMMI) — [JISI TOTO, YTOOBI
PaspyLINTD ZeMOKpaTHYecKie CUCTEeMBI U UCIIONb30BATh MX KaK OpYyXKIe.

Crpanbi-unenbl EC Bckope HO/DKHBI OIyO/IMKOBAaTh CBOM IIAHBI IO IIPOTUBO-
[eVICTBUIO BMELIATe/IbCTBAM B BBIOOPEL ¥ CIOCO6aM MOMY4INTh HaHHbIE N30MpaTesell.
Komucceust cTpeMutcst 00befVHUTD YCUINSL, YTOOBI IIPEOONeTh OIIACHOCTU OT MaHU-
HY/IALUI B COLMANbHBIX CETSX, KOTOPble Ha3bIBAIOT «COBPEMEHHBIM OPY>KMEM Mac-
COBOTO YHMYTOXeHN». [I0 MHEHNIO eBPOIEICKIX CIeLMaINCTOB, 3710yNOTpeb/IeHns
B COLIMAJIPHBIX CETAX MMEIOT TpU (POPMBI:

- ycwnus, HallpaBjIeHHBbIE Ha M3MeHeHMe 00IeCTBeHHOIO MHEHS 113-3a II0sIB-
JIeHMs1 BpegHOI MHPOPMALNY B «HY’)KHOM MeCTe» BO BPeMS ITOMUTUIECKIX
KaMITaHUI;

- ¢anpiunBble HOBOCTM, KOTOpble IIOMOTAIOT pacKadaTb OOIleCTBEHHBbIE Ha-
CTPOEHMVA U IIOBNIVATD Ha Pe3y/IbTaT;

2l Fake News, “Digital Single Market”, 2018, https://ec.europa.eu/digital-single-market/en/fake-news
[accessed 2 September 2018].

2 D. Bofley, Britain's Top EC Commissioner Lays Out Plan To Tackle 'Disinformation, “The Guardian”,
2018, https://www.theguardian.com/world/2018/jun/20/britains-top-eu-commissioner-lays-out-
proposal-to-tackle-disinformation [accessed 2 September 2018].
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- pacmpocTpaHeHMe LieJIeHAIIPaBJICHHBIX MecCepKeil Ha 0ase IICUXOMETPUN,
IS 4eTo VICIO/Ib3YIOT IeTa/IbHble JaHHbIe O M0/Ib30BaTe/IsAX (TO eCTh TO, YTO
cnenana Cambridge Analytica).

[l Halero mepBoro TpeHpa — Ae3uHGOpMauys IPUBOSUT HacelleHMe K Heoc-
MBIC/IEHHBIM aKTVBHBIM [IeICTBUAM — KaK pa3 JiBe repBble (OPMBI SIB/ISIOTCS KpaiiHe
Ba)KHBIMU. Be[lb B YC/IOBUAX IIOIY/IMCTCKOM IEMOKPATUH, KAKOBOI CETOHSA CTPafaioT
WV 3apa>KeHbl GOIBLIMHCTBO €BPOIMENCKIX JeMOKPATHil, IOMUTHIeCKIe KaMITaHUI
CTAQHOBSTCS Haubosee yA3BUMBIMU K BHELIHeMY MH(QOPMAIMIOHHO-KOMMYHIKATIB-
HOMY BJIMSTHUIO. DTO MOXXHO OBUIO HAO/IIOaTh BO BpeMs IIPe3U/ICHTCKIX BBIOOPOB BO
®panuny, pedepernyma B Karanonun nim Brexit B Benuko6purannu.

EBpormeitipl paboTaoT Hafi KOLEKCOM, KOTOPBII JOJDKEH pa3bsACHUTD II0/Ib30BaTe-
nsaM VIHTepHeTa, T0YeMy OHM BUJAT T€ VJIM MHbIE MECCEIPKM U ITOCTBI B COLMAaIbHbBIX
cersix. VI Coset EBpomsl, n EBpornerickast KOMMUCCHUS CHCTEMHO ITYOIUKYIO Ipecc-pe-
JM3BL 1 ApYyTrie 0600IIeHHbIe MaTepyaibl, KOTOpble HAIIpaBIeHbl Ha PacIpOCTpaHe-
Hle 3HaHUII U IpuoOpeTeHNe 9leMeHTAPHBIX YMEHMII [T0Ib30BaTesIell, KOTopble 00-
pamaorcsa K VInTepHeTy, K TpafiLIMOHHBIM MeJiJia KaK I7TaBHOMY ICTOYHMKY 3HaHMUIA
0 Mupe.

IToxasaTebHBIM B 3TOM OTHOILEHMY MOXXET HMOCTYXXUTDb OIBIT YKPaMHbI, KOTO-
past UCIIBITBIBaeT Ha cebe OTKpBITOE arpeccuBHOe MH(pOpMaLMoHHOe BiysHue Poc-
cniickort Depeparuy, Iie UCIIONb30BaHMe Ae3NHPOPMALUY ABIATCA OHUM U3 KIIIO-
YeBbIX MHCTPYMEHTOB JIeCTPYKTMBHOTO BIMAHMA. Ha Hall B3I/, HA CETOTHAIIHEM
3TaIle BOJIHA POCCUIICKOII le3rH(pOopMaI KaK pa3 11 HallpaB/IeHa Ha TO, YTOObI 4acThb
IpaXJaH YKpauHbl IpeBPaTUTb B HEOCMBICIEHHYIO, JIOKHO OPUEHTMPOBAHHYIO, HO
IIpYM 9TOM aKTMBHYIO TOJITY. B yC/I0BUAX OLIyTHMOrO0, a MECTaMU U JOMUHUPYIOIETO,
npucytcTBusa Poccuu B HalMOHA/IBHOM MH(OPMALIVIOHHOM IIPOCTPAHCTBE YKPayHbI
Zia ellle B IPeAABEPUN IPe3UJeHTCKOI ¥ MapIaMeHTCKOI 1301 paTeIbHbIX KaMIIaHMUIA,
KOMMYHUKATHBHAs 6€30I1aCHOCTb BHOBb 00OCTPSIETCS M CTAHOBUTCS BOIIPOCOM CO-
XpaHeHNUsA CyBepeHUTeTa ¥ TepPUTOPMANbHON LIETOCTHOCTY IOCYHAApCTBa, KOTOpOE
IepeXMBaeT IIePUOJ, JeMOKPATUIECKOTO TPAaH3UTA.

YKpanHCKoe roCyapCTBO, IEPBBIM CTOIKHYBIINCH C POCCUIICKON MHPOPMALIMOH-
HOIT arpeccueii, BBIHY>K/ICHO ObUIO pa3padaTbhlBaTh KOHIEIITYa/IbHble JOKYMEHTBI [/Ls
obecrniedeHys1 cBoell MH(GOPMALMOHHO-KOMMYHMKAIMOHHON 0€30MacHOCTY B HOBBIX
ycrnoBusx. Yoxe B 2015 rony Ob1 co3faH DKCIEPTHBI COBET Ipy MUHMCTepCTBe MH-
(b opMaIOHHOI TOMUTHUKY, IePBOOYEPESHBIM 3aflaHyieM KOTOPOTo CTala pa3paboTka
npoekra KoHnernuuyu mHOpManoOHHON 6e30MacHOCTY YKpaHBL JJOKYMEHT cTas
OCHOBOI1, MJIeIIHBIM MICTOYHIKOM UTOTOBOTO JOKYMeHTa — JJOKTpuHbI MH(POpPMAILIOH-
HOII 6e30macHoCTH, IPUHATO COBETOM HALMOHAIBHOI 6€30IacCHOCTU 11 06OPOHBIZ,

CriefyeT OTMETUTD, YTO YK€ 9TOT JOKYMEHT ObUI 60/Ibllle OPMEHTUPOBAH KaK pa3s
Ha BOIIPOCHI He MH(OPMALMOHHON, a KOMMYHMKAIMOHHO Ge30macHOCTI. B Hem,

# Ykas [Ipesunenra Yipainm Ne47/2017. Odiniitne Inteprer-IIpencraBunurso [IpesuseHra Ykpainn,

2018, https://www.president.gov.ua/documents/472017-21374 [accessed 2 September 2018].
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KpoMe ujien 00 yCTOIYMBOM PasBUTUN YKPAMHCKOro 001ecTBa B MHGOPMALVIOHHYIO
3TIOXY, IPEFYCMATPUBAJIOCH €ellje U AKTMBHOE yYacTye IPaXKfaHIHa, HapaBHe C 001iie-
CTBOM I TOCYJAPCTBOM, KaK PaBHOIIPABHOTO CyObekTa B GOpMUpOBaHUM MHPOP-
Mal[IOHHO-KOMMYHUKAIIMOHHOJ 6€30I1aCHOCTM CTPAHBL. B 4acTHOCTY, B HOKyMeHTe
paspaboTaH KOHIIEIIT «CTPATETMYECKNIl KOHTEHT» U IIOCTAB/IEH BOIIPOC O HEOOXOM-
MOCTH €r0 VIMIUIEMEHTALUM B MPAKTUKY KOMMYHMKAIIVIOHHON HESITeTbHOCTI COOT-
BETCTBYIOLIVX TOCYAAPCTBEHHBIX YIPEXKAEHNIT. DTOT KOHIENT /sl HAC BayKEH B pas-
pe3e KOMMYHUKAIMOHHOM 6€30IIaCHOCTI B TOM CMBICTIE, YTO OH paboTaeM B CBsI3Ke
C IPYTMM BXKHBIM aTprOYTOM — «CTPATETMUECKM HAPPATUBOM» OPMEHTHPOBAHHBIM
VICKJIIOYMTEIBHO Ha PabOTY C YelIoBeYeCKMM KOTHUTYBHBIM allIapaToM.

Ba)XHBIM SIB/IsIETCSI TaKXKe MpeIyIoXKeHe O HeOoOXOAMMOCTH HamaguTh 3ddek-
TUBHYIO [IesITeIbHOCTb COOTBETCTBYIOIIETO KOOPAVHALMOHHOTO OpraHa B cdepe ro-
CYAapCTBEHHOM MH(OPMAILVIOHHO-KOMMYHVKATYBHON MOMUTHUKM, YeTKO OIpefenuB
ero QyHKIMOHANbHBIE 3aiadn. TaKuM OPraHOM MOXKET CTaTb CTPYKTYPHOe IOfpas-
IeneHue — Ha3oBeM ero «CUTyaTUBHBII KaOVHeT», KOTOPBII padoTraeT B chepe 3amad
CoBeTa HaLMOHAJIBHO 6€30MacHOCTH 1 060POHBI YKPaHBL.

HapaboTaHHble JOKYMEHTBI BBOLAT B HOPMATUBHbBIE aKThI M IIPAKTUKY KOMMY-
HUKATUBHOI JIeTe/TbHOCTY FOCYAPCTBEHHBIX 1 O0LIeCTBEHHBIX CTPYKTYP MOHATHS,
KOTOpBIE JJO/ITO€ BpeMsl OCTaBA/IICh PeIMETOM MCKITIOINTENbHO HaYIHBIX MCCIENO0-
BaHMit. KpoMe yIOMsIHYTOTO BBIIlIe CTPATErNIeCKOTO KOHTEHTA, TaKXKe: HAllMOHATIb-
HbIII MHGOPMALVOHHBI IPOAYKT, TOCYAAPCTBEHHAs MHPOPMALMOHHAS HOMUTUKA,
HalMOHaTbHOE MH(OPMAIMOHHOE IPOCTPAHCTBO (KMOEpIpOCTPaHCTBO, Kubepbes-
OIIACHOCTb) 1 JIp.

HaxkoHer, TpeTbeil TeHpeHLMell B cdepe KOMMYHMKALMOHHON 0€30I1aCHOCTY
CTIefyeT CUUTATh HeBO3MONCHOCHL NPeoOOeHUs UMY NONHOL Helmpanu3ayuy Heea-
MuBHLIX NOcIe0cmeuti TeICTBYUS MHCTUTYLVOHA/IPHO MPOAYLMPOBAHHOM, Iie/ieHa-
npaBjeHHOM Ae3nHdopMmanyu. [laxke Ipu HbIHELIHEM PasBUTUM CPELCTB M METO[[OB
pacnpocTpanenns nHGOpMAaIMM KaK MHAUBNUAYANBHO, TAK M MACCOBO, HEMTpanu3a-
Lyt OyZeT MULIb YaCTIIHOI.

IlepBast 1 rMaBHasi IPUYMHA TA, YTO YETOBEK MMEET JOCTATOYHO OrPAaHMYEHHBIN
10 OTHOLIEHNIO K HOBBIM TPeOOBaHNMAM KOTHUTUBHBII anapar. TouHee, OH, BO3MOX-
HO, 60JIbIlle OPMEHTVPOBAH Ha HaKoIlleHye MH(popManun, pabory ¢ 06beMoM, HO He
KadecTBOM nHPpopmannu. Ee xauecTBeHHas 06pab0oTKa — JOBOIBHO HOBOE LIMBIIN-
3alJIOHHOE IIPUOOpeTeHNe YeTIOBEYeCTBa, I TO He BCEX €T0 MPefCTaBUTENel, a JINIIb
qactu. CerofHsi IOfAIM HY>KHa CHOCOOHOCTh OCMBIC/IMBATh MH(OPMAIINIO, OTINYATD
Ba)KHOE OT BTOPOCTEIIEHHOIO 1 JjaXke BpeToHOCHOTro. V, mpex/ie Bcero, 00beHATD
60s1b1II0€ KONMYeCTBO (parMeHTapHON MHPOPMAIVM B 00IIYI0 KapTUHY Mupa®.

I. IToyenuoB BBIABUTAET TUIIOTE3Y, YTO PACLIMPEHHbIE BO3MOXKHOCTH fe3MHPOP-
Maliy CBSI3aHBI C BO3POCIIMMI TOTOKaMM MH(OPMaLULL, KOTOPbIe IOTPeOUTEND yKe

* FOBanp, Hoit Tapapi, IIJo 2050-1i pix 2omye nroocmay, ZBRUGC, https://zbruc.eu/node/82383 [accessed
2 September 2018].
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He MOXXET aJjeKBaTHO oueHuBaTb. OTHOBPEMEHHO 0001 CEeTOfHSAIIHUI TeKCT BbI-
CTPO€H Tak, YTOObI 3a0paTh BHMMaHMe ayauTopun. TakuM oOpasoMm, BHUMaHME KaK
XapaKTepUCTUKA HAIIeTO KOTHUTUBHOTO allllapaTa OTCTAaeT OT AMHAMUKY TeXHOIOT Wil
U IOJIUTUYECKOTO, OOIIeCTBEHHOrO 3aKasa. K KOMIeKTUBHOMY MCTOYHMKY MHPOP-
Mauyn (foCyAapb 1 ero OIpPOKpaTisi, KapAVHAIbI I MUTPOIONUTBI, 001leCTBEHHbIE
cobpanms, a mo3xe — tpaguimonasie CMMU) coimanbHble Megua Coeaau KaXkKmgoro
UX Hac UCTOYHMKOM MHpopMalun. B pesynbraTe Mbl MMeeM He IIPOCTO MHOTO CO00-
I[€HMIT; OHM ellle U OPMEHTUPOBAHBI Ha TO, YTOOBI 3aXBATIUTh BHUMAaHVE HOTPEONUTETIS,
Befb Oo/blIve 00beMbl MHPOpMaLM caenam feduunuroM He MHGOPMALIO, @ BHU-
MaHKe. Bunmanme xe, B ommune ot nHGOpMALMN, 0Ka3a10Ch peCypcoM OrpaHMYeH-
HBIM: y Ye/IoBeKa OrPaHIYeHHOe BpeMs Jyid paboThl ¢ MH(popMmanen™.

[To xaKVM-TO IpUYMHAM [[yMaTbh ¥ CaMOCTOATEIbHO IPUHUMATh pelleHNs, He-
CTM OTBETCTBEHHOCTb Ha OCHOBE ITOTyYeHHO 13BHE MH(GOPMAIL[MU OKa3bIBAETCS IS
COBPEMEHHO 4Ye/IoBedecTBa Bce OOJblle HelloMepHOII Houlell. Henmbsst yTBepKarh,
YTO CErofHs Ye/loBeuecTBO Oojee 6e30TBeTCTBEHHO. UeoBeK 1 paHbllle ObUI TOTOB
o6MaHbIBaThCsI. HO CIMCOK MCTOYHMKOB MHPOPMALINY AJISI KUTETISI CPEFHEBEKOBOTO
ropoga 61 HeCpaBHIMO yKe.

[Teperpy>keHHOe BHMMaHIE 11 HacaOeHVe NHPOPMALMI MelIaeT YeJIOBEKY Mpu-
HYIMaTb B3BellleHHOE pellieHNe, YTO €My, COOCTBEHHO, I BPEIUT B BOIIPOCAX OLIEHKM
ABJIEHUI B MHPOPMAIVOHHOIT cepe. BHUMaHMe CKOIB3UT 110 MOHUTOPY KOMIIBIOTe-
pa U OfHO COOOIeHNe BBITECHSCTCS CIEAYIOLIMM, BCe XKe OCTAB/IAA YacThb IPeNbIAy-
et KapTuHbEI Mupa. Takum 06pasoM, HeCTPYKTUBHAsI MH(GOpPMALMsl He BBITECHSET-
cs yenmukoM. Ha ator geHOMeH obpaTmiy BHUMaHMe aMepyKaHCKue ydeHble. Caiir
FiveThirtyEight, koTopslit crienjnanusupyeTcs Ha CTATUCTUYECKOM aHalu3e, Onyom-
KOBAJI JaTaceT C TpeMsA MIIIMOHAMV TBUTTOB POCCUIICKMX TPOJUIEN — pe3y/bTaT pa-
60Tl 1BYX podeccopos Clemson University apena JInusuia u Ilarpruka Yoppena®.

B KOHTekcTe HaIllero VMCCAEfOBaHMs HaM MHTEPECeH TOT BBIBOJ YIOMSIHYTBIX
KOJIIET, 4TO CTYpaHMe TBUTTOB M3 aKKayHTOB, uaeHTH(uIpoBaHHbIX Twitter kak
TPOJUIN, He HeceT 0co601T MO/b3bI, Beflb yiepO y>ke ObUI HaHeCeH, a UL MpefyIIpex-
IeHMsl OYRYIIMX aTakK HeIIOXO ObIIO ObI MCIOIb30BaTh MHGOPMALINIO, IOTYICHHYIO
B pesy/bTaTe HpefbIAylero anansa. Ho BHUMaHMe COCPeOTOYEHHO Ha HOBOM CO-
o6bujeHnn. TepsieTcss CMBICT IPUKIIA/BIBATD YCUINA K pa3o0IadyeHuIo 1eCTPYKTUBHOI
unpopmanym. OcobeHHO, ec 9TO KacaeTcs IepeHacTpoiiky cMbIcioB. [lepernon-
K/I0OYeHVe HeJ[POHOB I IepeMOHTaX CHHAIICOB — O4YeHb TsDKenas pabora (Tapapnm).
3HaYUT MOXKHO YTBEP)KIaTh, UTO EICTBYET (PeHOMEH HEBO3MOXXHOCTH IIPEOIOIEHNS
VIV TIOJTHOV HeWTpain3aiyi HeTaTUBHBIX [IOC/IEACTBIUI BIMAHNUA Ae3nHPOpMAaLUL.

» T.Iloventos, Ycunerue 60pvbut ¢ de3unpopmayueti, Research Gate, https://www.researchgate.net/
publication/326096950 _Usilenie_borby_s_dezinformaciej [accessed 2 September 2018].

% 0. Roeder, Why We'Re Sharing 3 Million Russian Troll Tweets, Five Thirty Eight, 2018, https://
fivethirtyeight.com/features/why-were-sharing-3-million-russian-troll-tweets/ [accessed
2 September 2018].
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B cBs131 ¢ KOMMYHUKAIVIOHHOJ 6€30I1aCHOCTBIO MOXKHO TOBOPUTD JIMIIb O YaCTUIHO
Koppexuyu. I109TOMy IpoIjecc «KOMMYHMKAIVIOHHOTO O3[JOPOBJIEHVS» IPOTEKAET
CTIOKHO ¥ TOBOJIbHO HEOIIpefie/leHHOe BpeMs IIPY Ha/IM4uMM HaJJIeKaIX YCIOBUI —
HOBBIIIEHVSI YPOBHsI MH(OPMALIOHHOTO 06pasoBaHMsA, MaKCHMaIbHOI OJIOKMPOBKI
BPEJOHOCHOTO KOHTEHTA, aKTVBHOTO M CHCTEMHOTO IIPOAYLMPOBAHNUA COOCTBEHHDIX
HappaTtusoB 1 T.Ji. TyT HeT efUHOro pelenTa yCuIeHns s KOMMYHMKAIVIOHHON 6e30-
MACHOCTY C Y4eTOM MAaKCHMa/IbHOM OTKPBITOCTHM TaKOTO IIPOCTpaHCTBa. IIpnxopnt-
Cs1 YYUTD JIIOZEIl OT 0OPATHOTO — He BEPUTb Mefua, 0COOEHHO COLMAIbHBIM CeTAM”.
CoBpemennbple CMV He BBINONHAIOT TO/DKHBIM 00pasoM CBOMX (PYHKIVIL — JaBaTh
001IeCTBY He TOIbKO 3HaHMe (aKTOB, HO U IIOHVMaHMeE TOT0, YTO IPOUCXONT,

IMonpITOXMBAs, OTMETHM, YTO CETOIHA HOCTATOYHO HAYYHBIX M IPAKTIYECKIX OC-
HOBaHMII pa3InyaTh KOMMYHMKAIMOHHYIO M MHMOPMAIMOHHYIO 6€3011aCHOCTD, YUM-
TBIBast UX OCOOCHHOCTH K OTKPBITOCTH ¥ IPOTVBOIIOIOXHBIX BEKTOPOB B CTPeM/IEHNII
paclIMpUTD/OrPaHNYNTD YYaCTIe PasHBIX CyObeKTOB B pabore ¢ mHpopManyeir. Ha
Halll B3IJIAJ, 5TO K/II0YEBOIl TPeH B IOHUMAHUY TOTO, KaK HY)XHO MEHSATD IIO/IXOJIb
B pabore ¢ nHbOpMaIyeit, 0CO6EHHO TOil, YTO IIPOAYLUPYETCA MHCTUTYLMOHAIBHO.

COOTBETCTBEHHO, KII0YEBBIM BOIIPOCOM KOMMYHMKATUBHO 6€30IacHOCTH SIB-
JIAeTCS 3allUTa OT Je3nHPOpMaluy, KOTOpast, B OTIMIMU OT eilKoB, eCTh IPORYKT
He MHJVBUIYa/IbHOTO, 3 MHCTUTYIVIOHA/IbHOTO IIPOMU3BOACTBA. TyT MBI HAXOIUM IIOJI-
HOCTBIO OCO3HAHHBIN TIPOIIecc, KOTOPBI MMeeT YeTKUe 3ajaull, 3aKa3uyKa U MCIIOI-
HUTeNsI. DTU ero 0COOEHHOCTH JAl0T HaM OCHOBAHVsI B IIPABOBOII ITIOCKOCTYL BBIBO-
IUTD €T 3a PaMKJ CBOOOJIBI C/IOBA ¥ IIOCTYIIATh COOTBETCTBEHHO.

HaxoHell, OrpaHIYeHHOCTDb 4eJIOBEYECKNMX KOTHUTVMBHBIX BO3MOXHOCTEI, eCin
6paThb He TEOPETHUYECKYIO, A IPAKTUYECKYI0 CTOPOHY, B IIEPBYI0 O4epefib BO3PacTalo-
it feUIUT BHUMAaHNA, BO3POCIIYIO BCIEICTBIE TEXHNIECKON PEBOJIOIVMN «TeKY-
YeCTb» HOBOCTENL, JUKTYeT HEBO3MOXKHOCTD IIPEOOICHNS MY IIO/THOI HeliTpannsa-
LVIM HeTaTUBHBIX IOCIeCTBIIT BIVAHNA Ne3uH(pOpMaluy, ee MOCAeCTBIUI, IPexXe
BCEr0 Ha IIPOTeKaHUe OOIeCTBEHHO-NMOMNTUYECKOil XU3HM obmectBa. CoOTBeT-
CTBEHHO, 9T0 OyJieT IPON3BOHOI I [/ APYTUX Chep )KU3HNM COBPEMEHHO MHPOpMa-
LIVIOHHO-KOMMYHVKAI[IOHHOTO 00IIjeCTBa — 9KOHOMMUKY, HayKu, 00pasoBaHms, chepsl
pasByiedeHuIt 1 focyra. 3agada Oyger COCTOATh B CHOCOOHOCTHU TOTO VU IHOTO YesI0-
BEYECKOT0 COOOIeCTBa IPOTHO3VIPOBATD I PEIy/IMPOBATh TaKOe BIIMSHIE.

7YV Twitter ma Youtube 3anycmunu ¢etixosy ingopmauitiny kamnaniro «He Bip Koscnomy Tsimy»,
Media Sapiens, 2018, http://ms.detector.media/ethics/manipulation/u_twitter_ta_youtube_zapustili_
feykovu_informatsiynu_kampaniyu_ne_vir_kozhnomu_tvitu/ [accessed 2 September 2018].

% Bitina i SMI: npo cucmemy koopournam, detector.media, 2018, https://detector.media/infospace/
article/140198/2018-08-16-viina-i-zmi-pro-sistemu-koordinat [accessed 2 September 2018].
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AnHoTauus: ABTOpPbI 060CHOBbLIBAIOT YTBEPXK/EHUE, YTO B COBPEMEHHOM MH(OOPMALIMOHHOM Mone
cnefyeT pasnuyaTb KOMMYHUKALUOHHYIO 1 MHDOPMALMOHHYIO 6€30MacHOCTb. ITW fiBE PasHOBW[-
HOCTW OT/INYAET [OMUHUPOBAHWE YeNoBeYECKOro (hakTopa, ecin rOBOPUTb O KOMMYHUKALIMOHHO
6e30MacHOCTU. A TEXHUYECKMI KOMMOHEHT PacnpOCTPaHEHHS), COXPaHEHUS 1 3aLLUTbI MHHOPMaLMK
B 9TOM NOHWMaHUI 3aHUMAET BTOPOCTENEHHOE 3HaUYeHMe, HO aKTyanu3npyeTcs, Koraa Mbl FOBOPUM
0 6e30MacHOCTM MHGOPMALIMOHHON, F/ie CYLIECTBYET TeHAEHLMSA K 3aKPbITOCTU NPOCTPaHCTRA.
lopasfo onacHee Ans YenoBeka, 06LIECTBA W TOCYAAPCTBa, N0 MHEHWID aBTOPOB, SIBSIETCS NPO-
6nema, Koraa AecTpyKTMBHOE KOMMYHWUKATUBHOE BAMsIHIE NPUHYXAAET MHANBMAA (NONb30BaTENS)
K aKTUBHbIM [€ACTBUAM, OMacHbIM KaK [l HEro CaMoro, Tak W s OKpyXatolmx. NepsbiM [0K-
TpUHabHbIM TPEHAOM B chepe KOMMYHUKALIMOHHOW 6e30MacHOCTY aBTOPbI Ha3blBaKOT HEMUHYEMOe
LafbHeliliee pasaeneHne Ha OCHOBE YeNoBeYecKOoi NpUpofbl, ee GrU3nNoNornyeckux, Ncuxonoruye-
CKMX 11 MHTENNEKTYaNbHbIX 0COGEHHOCTEN, KOMMYHUKALMOHHOI 11 MHDOPMALIMOHHOIA (C AOMUHAHTON
Ha K16epbe3onacHoCTi) 6e30MacHOCTU. BTOPbIM HanpaBfieHneM, KOTOPOE, MO X MHEHWMHO, ByaeT
aKTUBHO 06CYXAATbCA M K KOTOPOMY GyAyT MpunaraTbCs yCUAMs rocyaapcTs, O6LLecTBa W OTAeNb-
HOro YenoBeka, byaeT npobnema HapacTatollei aesnHbopmauun (disinformation), npuieawas Ha
CMeHY 6051ee MArKOI Yrpose KOMMYHUKaTIBHOI 6e30MacHOCTI — nocTnpasze (post-truth). Hakowel,
TpeTbei TeHzeHUMel B chepe KOMMYHUKALMOHHOM 6e30NacHOCTM CeflyeT CunTaTb HEBO3MOXHOCTb
NPEeoAONEHNS UK NOMHOI HEATPaNMU3aLUN HEraTUBHBIX NOCNEACTBUA 1EACTBIUA MHCTUTYLIMOHANBHO
NpoayLMPOBAHHON, LieneHanpaBneHHol aesnHdopmadmm. [laxe npy HbIHELIHEM Pa3BUTUN CPE/CTB
W MeTOA0B pacnpocTpaHeHus UHQOPMaLMM Kak UHAMBUAYANbHO, Tak M MaccoBO, HeTpanu3aums
MOXET GbITb NNLIb YaCTUYHOI. [10STOMY HaMMEHbLUME NOCNEACTBUS BAMAHUA [ECTPYKTUBHON WH-
dhopmaLmm, MHbIMKM cnoBami — 3hheKTUBHAA KOMMYHUKALMOHHas 6e30MacHOCTb, Gye TaM, rae «MH-
(hopMalMoHHOE 310pOBbE» YeNoBEKa, OBLLECTBA U FOCYAAPCTBa BYET MakCUMabHO 06eCTeveHo Ux
OBLMMM YCUINAMM.

KnioueBble cnoBa: KOMMYHMKaT1BHas 6€30MacHOCTb, MHDOPMaLMOHHas 6e30NacHOCTb, Kubepbeso-
MacHOCTb, le3MHGOpPMAaLnS, SMOLIMOHANbBHbIN KOHTEHT, NOATBEPX AatoLLee npeaybex/eHne, KOHBEp-
reHTHOe 06LLECTBO, KOTHUTUBN3M, HAppaTHB

Aktualne trendy w sferze komunikacji bezpieczenstwa

Streszczenie: Autorzy uzasadniajg twierdzenie, Ze wspétczesna przestrzer informacyjna powinna wy-
réznia¢ bezpieczerstwo komunikatywne i bezpieczenstwo informacyjne. Te dwa typy wyrozniaja sie
dominacja czynnika ludzkiego, jesli méwimy o bezpieczeristwie komunikatywnym. Komponent tech-
niczny dystrybucji, przechowania i ochrony informacji ma znaczenie drugorzedne. Niemniej jednak
staje sie to istotne, gdy méwimy o bezpieczestwie informacyjnym, ktére ma tendencje do zamkniete;
przestrzeni.

Bardziej niebezpieczny dla osoby, spoteczeristwa i pafistwa, zdaniem autoréw, jest problem, gdy nisz-
czacy wptyw komunikacyjny zmusza osobe (uzytkownika) do podjecia aktywnych dziatan, niebez-
piecznych zaréwno dla niego sameqo, jak i dla innych. Jako pierwszy doktrynalny trend w dziedzinie
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bezpieczenstwa komunikacyjnego autorzy podajg nieunikniong dalszg separacje opartg na ludzkiej
naturze, jej fizjologicznych, psychologicznych i intelektualnych cechach, bezpieczerstwo komunika-
cyjne i bezpieczerstwo informacyjne (z dominujacym bezpieczenstwem cybernetycznym). Drugi kie-
runek, ktdry ich zdaniem bedzie aktywnie dyskutowany i ktéry beda stosowac pafistwa, spoteczefistwa
i jednostki, to problem zwiekszenia dezinformacji (disinformation), zastepujacy tagodniejsze zagro-
zenie bezpieczenstwa komunikacyjnego — post-prawdy (post-truth). Trzecig tendencja w dziedzinie
bezpieczerstwa komunikacyjnego jest niemoznosé przezwyciezenia lub catkowitego zneutralizowania
negatywnych skutkéw dziatania celowej dezinformacji produkowanej instytucjonalnie. Nawet przy
obecnym rozwoju medidéw neutralizacja moze by¢ tylko czesciowa. Dlatego tez najmniejsze konse-
kwencje oddziatywania niszczacej informacji, skutecznego bezpieczerstwa komunikacji beda tam,
gdzie ,zdrowie informacyjne” osoby, spofeczenstwa i paristwa bedzie maksymalnie zapewnione przez
ich wspélne wysitki.

Stowa kluczowe: bezpieczeristwo komunikacyjne, bezpieczeristwo informacyjne, cyberbezpieczen-
stwo, dezinformacja, tre$¢ emocjonalna, spoteczeistwo konwergentne, kognitywizm, narracja

Current Trends in Communication Security

Abstract: Authors claim that in the modern information field one should differentiate between com-
munication and information security. These two types are distinguished by the dominance of the hu-
man factor, as far as communication security is concerned. A technical component of the distribution,
preservation and protection of information is of the secondary importance. Nevertheless, it becomes
relevant when we talk about information security, which has a tendency to closed space.

Authors claim that for a person, society and state it is much more dangerous when a destructive com-
municative influence forces an individual (user) to take active actions, which are dangerous both for
himself and for others. The first doctrinal trend in the field of communication security is the inevitable
further separation of communication and information (with a dominant cyber security) security, based
on human nature, its physiological, psychological and intellectual features. Authors claim that the
second direction, which will be actively discussed and to which the efforts of states, society and the in-
dividual will be applied, is the problem of increasing disinformation that came after the milder threat of
communicative security — post-truth. And the third tendency in the field of communication security is
the impossibility of overcoming or completely neutralizing the negative consequences of the action of
institutionally produced, purposeful disinformation. Even with the current development of the means
and methods of disseminating of information both individually and en masse, neutralization can only
be partial. Therefore, the least consequences of the impact of destructive information, in other words,
the effective communication security will be possible if the “informational health” of a person, society
and the state is ensured by their common efforts.

Keywords: communicative security, information security, cyber security, disinformation, emotional
content, confirming prejudice, convergent society, cognitivism, narrative

BocTok EBponbl / TymMaHUTapHO-06LLeCTBEHHbIE UccneaoBanus 2018/ 4, 2



Pobrane z czasopisma Wschod Europy http://jour nals.umcs.pl/we
Data: 08/04/2026 04:36:55

186 Cepreit [laHunenko, I0nus Hectepak, MapuHa TpuHyyK

Cnucok nuTeparypbl

Apple Reports Third Quarter Results, Sec.qov, 2018, https://www.sec.gov/Archives/edgar/data/320193
/000032019318000098/a8-kexhibit991q320186302018.htm [accessed 1 September 2018].

Boffey D, Britain's Top EC Commissioner Lays Out Plan To Tackle ‘Disinformation’, “The Guardian”, 2018,
https://www.theguardian.com/world/2018/jun/20/britains-top-eu-commissioner-lays-out-propos-
al-to-tackle-disinformation [accessed 2 September 2018].

Breithaupt FM Kolmar, Akademiker: Wo Experten Zégern, ZEIT Campus, 2018, https://www.zeit.de/2018/28/
akademiker-wissenschaftler-intellektuelle-prestige-autoritaet [accessed 1 September 2018].

Digital Single Market TACKLING THE SPREADING OF DISINFORMATION ONLINE, European Commission,
2018, http:/ec.europa.eu/newsroom/dae/document.cfm?doc_id=51605 [accessed 1 September
2018].

Fake News, ‘Digital Single Market', 2018, https:/ec.europa.eu/digital-single-market/en/fake-news [ac-
cessed 2 September 2018].

Fake News: Washington Post Clone Emerges In China, “Financial Times', Ft.com, 2018, https://www.ft.com/
content/fc4cf168-a2a3-11e7-9e4f-7f5eb6a7c98a2 [accessed 1 September 2018].

Glavred.Info nposen rno6anbHbii peausadit casita, MMR, 2018, http://mmr.ua/show/glavredinfo_provel_
globalynyy_redizayn_sayta#1665853227.1535877535 [accessed 2 September 2018].

How To Survive In The Fake-Information Age, “Computer World”, 2017, https:/www.computerworld.com/arti-
cle/3229925/internet/how-to-survive-in-the-fake-information-age.html [accessed 1 September 2018].

JRC Digital Economy Working Paper, 2018-02, Europeam Commission, 2018, https:/ec.europa.eu/jrc/
sites/jrcsh/files/jre111529.pdf [accessed 1 September 2018].

Kardaras N., /t'S ‘Digital Heroin" How Screens Turn Kids Into Psychotic Junkies, NY Post, 2018, https:/
nypost.com/2016/08/27/its-digital-heroin-how-screens-turn-kids-into-psychotic-junkies/ [accessed
1 September 2018].

Libraries — core services, Coventry City Council, http://www.coventry.gov.uk/ffn [accessed 2 September
2018].

Local Government Association, https://www.local.gov.uk/about/news/councils-warn-residents-about-
fake-news-and-misinformation [accessed 2 September 2018].

Roeder 0., Why We'Re Sharing 3 Million Russian Troll Tweets, FiveThirtyEight, 2018, https:/fivethirtyeight.
com/features/why-were-sharing-3-million-russian-troll-tweets/ [accessed 2 September 2018].

Scrolling news: The changing face of online news consumption A report for Ofcom, https://www.ofcom.
org.uk/_data/assets/pdf_file/0022/115915/Scrolling-News.pdf?utm_campaign=-ti-obma nul-svoe-
go-redakt&utm_source=sendpulse&utm_medium= email&spush=c19kYW55bGVua29AdWtyL m5l-
dA [accessed 2 September 2018].

Synopsis Report Of The Public Consultation On Fake News And Online Disinformation, European Commis-
sion, 2018, https:/ec.europa.eu/digital-single-market/en/news/synopsis-report-public-consulta-
tion-fake-news-and-online-disinformation [accessed 1 September 2018].

Biiina i 3MI: npo cuctemy koopgmHat, detectormedia, 2018, https:/detector.media/infospace/arti-
cle/140198/2018-08-16-viina-i-zmi-pro-sistemu-koordinat [accessed 2 September 2018].

Teoprwii [loyentjos: KommyHukaTBHas 6e30MacHoCTb B MPOTUBOBEC GE30MACHOCTH MHPOPMALMOHHOM,
Xeuns', 2018,  http://hvylya.net/analytics/society/georgiy-pocheptsov-kommunikativnaya-bezo-
pasnost-v-protivoves-bezopasnosti-informatsionnoy.html [accessed 1 September 2018].

Wschéd Europy / Studia Humanistyczno-Spoteczne 2018/ 4, 2



Pobrane z czasopisma Wschod Europy http://jour nals.umcs.pl/we
Data: 08/04/2026 04:36:55

CoBpeMeHHble TEHAEHUUN B chepe KOMMYHUKALMOHHO 6e30MacHOCTH 187

MouenuoB I, Yeunenue 60pb6bi ¢ fesnHpopmalmen, Research Gate, https://www.researchgate.net/publi-
cation/326096950_Usilenie_borby_s_dezinformaciej [accessed 2 September 2018].

[anunenko C., [poMagaHCbKmii BAMIP KOMYHIKaTUBHOI PEBOSIOLII: MOAEPHI3ALIS CYCIbHUX KOMYHIKALIIV
BIfj APYKapCbKoro BepcTara o couianbHux mepex, Kviis: IMB, 2010, ¢.310.

KoHgepeHuis ObCE: [lesiHpopmaljis pyviHye nropaniam iscepeutm, detector media, 2018, https://detector.
media/infospace/article/138943/2018-06-29-konferentsiya-obse-dezinformatsiya-ruinue-plyural-
izm-izseredini/ [accessed 1 September 2018].

MOXeT 3aCTaBUTb HOYbIO [OATY HA KNAZAOMLLIE WM PUCTABUTL HOX K rop/y: Yem onacHa Momo, ,dakTbl”,
2018, http://fakty.ua/277967-mozhet-zastavit-nochyu-pojti-na-kladbicshe-ili-pristavit-nozh-k-gorlu-
chem-opasna-momo [accessed 1 September 2018].

OxesaH M., ly6os [1., Homo Ex Machina, [B)] ®inocogcbki, KynbTyposioriyHi Ta nosiTudHi nepesymosu
(hopMyBaHHs KOHBEPFEHTHOr0 cycrinbeTaa: Mororpadis, Kuis: HICL, 2017, c.6.

[Todemy «CuHuii kuT» yousaer feted, ,Politeka’, 2018, https:/politeka.net/news/410917-pochemu-sinij-
kit-ubivaet-detej/ [accessed 1 September 2018].

Y Twitter Ta Youtube 3anyctunm (esikoy iHHopMaLiiHy KamnaHito «He Bip koxHomy TBiTy», Media Sa-
piens, 2018 http://ms.detector media/ethics/manipulation/u_twitter_ta_youtube_zapustili_feyk-
ovu_informatsiynu_ kampaniyu_ne_vir_kozhnomu_tvitu/ [accessed 2 September 2018].

Yka3 MpeaunaenTa Yrpaity N247/2017. OdiuiHe IHTepHeT-MpeacTaBHMUTBO MpesnaenTa Ykpainu, 2018,
https://www.president.gov.ua/documents/472017-21374 [accessed 2 September 2018].

OpaHuis ragxetn y wkonax 3abopoHuna. A Ykpaida? Ukrinform.ua, 2018, https://www.ukrinform.ua/
rubric-society/2509517-francia-gadzeti-u-skolah-zaboronila-a-ukraina.html?utm_source=messen-
ger&utm_medium=0108 [accessed 1 September 2018].

l0Banb, Hoit Tapapi, Lo 2050+ pik rotye mogetsy, ZBRUC, https:/zbruc.eu/node/82383 [accessed
2 September 2018].

BocTok EBponbl / TymMaHUTapHO-06LLeCTBEHHbIE UccneaoBanus 2018/ 4, 2


http://www.tcpdf.org

